Security

Kevin Fitzgerald says Australian
businesses that have inadequate
security policies are sitting on
liability time bombs.

xecutive managers that run

comprehensive  security
strategies  should  be
rewarded with overall reduc-
tions in their insurance premi-
ums, as their organisations will
be more likely to detect and
prevent mistakes, fraud and
malicious software attacks as
well as being able to keep oper-
ating in the event of a disaster.
US insurance companies
have been offering incentives to
organisations to heighten the
status and currency of their
security measures since the
tragedy of 11 September, 2001.
We should follow suit. We
already reward car and home
owners, so why not businesses
as well? Even having a com-
prehensive and current corpo-
rate security policy document
is a step in the right direction
that insurers should reward.
How can we move Australian
business out of its reactive state
in relation to security? Most
businesses wait until there is
a problem that can no longer
be hidden before security
improvements appear.

This was a familiar tale in
the US until the traumatic
shock of 11 September.
Following this event, the
US Government formed the
Department of Homeland
Security to coordinate a
national policy of defending
the country’s
infrastructure.

At the recent Homeland
Security conference in Sydney;,
a US presenter explained that
one of the consequences of the
Homeland Security move-
ment in the US was that insur-
ance companies were offering
insurance premium discounts
to businesses that had effective

citizens and

security policies in place.

It is hardly surprising that
after 11 September the US still
feels it is a country under threat.
We have followed their lead by
establishing approaches to pro-
tect our critical infrastructure,
but not to the extent of form-
ing a Homeland Department.
As a consequence, we have not
had the same wave of coopera-
tive enthusiasm from the busi-
ness world.
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BUSINESS INNOVATION POWERED BY TECHNOLOGY

Before 11 September, the
US business attitude to securi-
ty was similar to Australia’s
business attitude today. Now
the US attitude has changed,
probably forever.

A security culture is emerg-
ing and many businesses will
follow the lead of the insur-
ance industry and start where
they should: with a formal cor-
porate security policy and pro-
cedure guidelines document.

Australian should
offer the same encouragements
to businesses as their US coun-
terparts. This is a powerful start.
Security policies signal that
management is prepared to for-
malise its commitment to estab-
lishing and enforcing security.

A security policy and proce-
dure guidelines document
is a formal statement endorsed

insurers

by senior management that
states the business’s position in
relation to security from an
enterprise-wide viewpoint. It
encompasses physical, person-
nel, and information security.
It covers a variety of policies,
each one followed by several
procedure guidelines.

A corporate security poli-
cy should contain the fol-
lowing chapters:

Security policy positioning:
risk and vulnerability profiles
shall be developed and used to
determine the necessary poli-
cies, procedures and controls.

Security organisation: man-
agement infrastructure roles
and responsibilities.

Asset classification and con-
trol: guidelines will be provid-
ed under ‘Public’, ‘Internal use
only’, ‘Confidential’,
‘Highly restricted’.

Personnel security: job defi-
nitions, recruitment, training,
segregation of duties, and so on.

Physical and environmental
security: perimeter controls,
key management, intrusion
detection, equipment security
and maintenance.

Communications
operations management:

and

and

change control, incident man-
agement, system planning and
acceptance, malicious software,
backup, network management,
media handling and disposal.
Access control: user access
management, administration,
user responsibilities, system
access, application access, and
monitoring access.

Systems development
and maintenance: require-
ments, application security,
message authentication and

cryptography.
Business continuity plan-
ning: impacts, strategies,

detailed plans, testing and
maintenance.

Compliance: legal, technical
and auditing considerations.

Such a document has the
power to kick-start the devel-
opment of a holistic approach
to security. When sponsored by
the CEO and based upon
international standards, it sig-
nals the arrival of a change in
attitude. Management
know that plugging a few
holes here or there is no longer
acceptable. This document says
the business must manage
security seriously.
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